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1. Introduction 

The Geobrugg GUARD monitoring system is designed to permanently monitor flexible 

protection systems against natural hazards such as rockfall, avalanche and debris 

flow. Measurement devices (GUARDs) installed on the protection system monitor dif-

ferent parameters on-site. Data is regularly transferred to a central server by mobile 

signal and displayed in an online monitoring platform. The primary use is the auto-

mated 24/7 monitoring of the barrier. The GUARD system also supports inspection and 

maintenance units in decision-making and planning the on-site inspections.  

This practical guide presents the GUARD measurement devices and the online plat-

form, discusses the use of the monitoring system, and shows how GUARD supports 

managers and natural experts in decision-making, inspection and maintenance. The 

practical guide further explains how the system is installed and by whom it is managed 

and cared for. Available manuals and inspection and corrosion protection standards 

for flexible protection systems are discussed. Differences from other monitoring sys-

tems such as warning and alarm systems are highlighted, too. The reader finds differ-

ent use cases on installations with Geobrugg GUARD in the appendices. 

 

2. GUARD measurement devices and data monitoring platform 

The GUARD monitoring system is a combination of measurement devices and a spe-

cially developed online monitoring platform (dashboard). 

2.1 GUARD measurement device 

A GUARD is a small measurement device installed on the rope of flexible protection 

system (see also Figure 1 below). It contains different sensors which transmit environ-

mental and physical data over a mobile network: 

- Rope force measurement [0 kg - 30’000 kg (294kN)] 

- Acceleration measurement [0 g - 200 g] 

- Sample wires with electric sensors to measure corrosion rates 

- Temperature measurement [-50° C to 80°C] 

- Humidity measurement [0% - 100%] 

 

 

Figure 1: Geobrugg GUARD measurement device installed on a flexible ring net barrier 
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Please refer to Appendix A for a detailed technical product description [1]. The rela-

tively simple installation process of Geobrugg GUARD on a protection barrier is shown 

in the Geobrugg GUARD Product Manual [2] and in chapter 5 of this practical guide. 

 

2.2 GUARD online monitoring platform 

The data is displayed in an online monitoring platform (dashboard). The monitoring 

platform displays rope forces, acceleration measurements and corrosion rates and 

may generate warning message (text, e-mail) if predefined limit values are exceeded.  

Figure 2 shows a screenshot of a project in the GUARD online monitoring platform. 

 

 
Figure 2: Screenshot of the GUARD online monitoring platform 

 

The online platform is designed to visualize relevant monitoring data and make it easily 

accessible to stakeholders of the protection system (owners, inspection and mainte-

nance crew, natural hazard experts etc.). Access to the online monitoring platform for 

different stakeholder may be defined individually by the protection structure owner. 

Integration of the data into the platform is project specific. The data can be presented 

in both desktop and mobile devices and support decision making both inhouse and on-

site. 

 

3. Data interpretation and use of the GUARD monitoring system  

The gathered information is supporting protection system managers and inspection 

crews in decision-making and the planning of on-site inspections:  
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- Permanent surveillance of protection systems may reduce on-site inspections 

- Rapid intervention on-site in case the barrier is predicted to be filled 

- Reliable planning of inspection intervals according to measured data over the 

last years 

 

Figure 3 below summarizes the functioning of the GUARD monitoring system 

 
Figure 3: Functioning of the GUARD monitoring system 

 

4. Sensor concept and decision support with GUARD monitoring system 

Three main sensors built into the GUARD device support identifying dynamic and static 

load cases as well as corrosion rates. Notifications and recommended actions can be 

defined within the online monitoring platform depending on the urgency of different pre-

defined problems. 

Table 1 below gives an overview on relevant sensors, levels of urgency and possible 

notifications and actions for both load cases and the corrosion rate measurements.  
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Table 1: Relevant sensors, levels of urgency and possible notifications and actions with Geobrugg 

GUARD 

 

5. Installation and commissioning of the GUARD monitoring system 

The GUARD product manual [2] shows the tools needed and the steps to take to cor-

rectly install a GUARD system. A summary is given below. 
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The tools required are:  

- Socket wrench 

- Long-Nut / Size 32 needed are  

- Torque wrench, range 25 – 100 Nm 

- Mobile phone 

- GUARD product manual 

The GUARD needs to be mounted on a rope of the protections system using a torque 

wrench (only 50 Nm are required) as shown in Figure 4: 

 

 

 
Figure 4: Correct installation of a Geobrugg GUARD device on a flexible protection system using a 

torque wrench. Integration of the GUARD into the platform (dashboard) using a mobile phone on-site. 

 

The GUARD device is ready to be set into operation immediately. It may be integrated 

on-site into the online platform using a mobile phone.  

The measurement device is designed to operate fully autonomously up to 10 years 

without recharge of the battery. Measurement signals are transmitted by mobile net-

work to the online monitoring platform. If mobile network coverage is given, there is no 

need for any additional external signal transmitter.  

  



Geobrugg GUARD 
Practical Guide   

 

2023_Practical_Guide_Geobrugg_GUARD_V0.docx  9 

 

6. Life cycle of GUARD monitoring system and responsibilities 

Important life cycle steps of the GUARD monitoring system are setup, monitoring and 

update of the monitoring software. For each step, trained staff is necessary to ensure 

the system’s proper functioning.  

Figure 5 shows life cycle steps and corresponding responsible staff:  

 

Figure 5: Life cycle steps of GUARD monitoring system and responsible persons / bodies 

One person may cover different tasks in this scheme. E.g., the monitoring manager is 

a natural hazard expert or is trained in on-site inspection and maintenance. We  

recommend defining responsible staff members from the beginning of every GUARD 

monitoring project.  
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Table 2 describes different tasks of the responsible body/staff: 

 

Table 2: Responsibilities and task description for the GUARD monitoring system 

Responsible  Task description 

Monitoring manager (owner) The monitoring manager, usually within the structure owner’s or-
ganization, is a trained person who is responsible for the function-
ing of the GUARDs and for regular check of status in the online 
tool. He orders on-site inspection and maintenance if necessary. 

Natural hazards expert A natural hazards expert (local engineer, geologist etc.) may sup-
port the monitoring manager or take over monitoring tasks from 
him. 

Maintenance crew Owners define internal or external maintenance staff trained to 
maintain protection systems and replace GUARDs if necessary. 

Contractor Local contractors familiar with flexible protection systems may 
support the owner to install Geobrugg GUARD. 

GUARD system supplier  
(Geobrugg AG) 

The system supplier is regularly updating the monitoring online 
platform and is informing the monitoring manager  

 

7. Monitoring concept and reporting 

It is important to regularly check the dashboard and report all events. For that, we 

recommend setting up a site-specific monitoring concept and reporting routine that fits 

the organizations needs and the legal context of the country. It is advised to report any 

impact incident on a short note to assure the best overview on the site-specific impact 

conditions.  

If needed, a local engineering consultancy or Geobrugg may assist in defining relevant 

conceptual parameters for the internal monitoring concept. 

Figure 6 shows, as an example, how a short note on an impact measurement and the 

following inspection may look like. 
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Short note on impact measurements and inspections 

Organization Entilini Concession (RF) (Pty) Ltd 

 
 

Impact  
Barrier location Chapmans Peak Drive, South Africa 
Impact location CH 30 -  Field 3 (Post 4) 
Alert time 
 

2023/06/06, 22:55:09 
 

 

Measurements GUARD 
 

 

 

 
 

 
 
Results 
Corrosion Rate class 
Peak load 
Acceleration Magnitude 

C4 
29.96 g 
27.89 g 
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Inspections  
Date of inspection 2023-06-12, 08:10:00 
  
 

Comments on inspection 
 

 

a. The team checked the fence this morning.  
b. We suspect there was one block that released from the cliffs above, and then broke into mul-

tiple blocks, hitting CF 30 in Field 2 and 3  
c. Several boulders in Field 2 - largest boulder being 410 x 350 x 200mm 
d. Several boulders in Field 3, but most passed beneath the spill through tail – largest boulder 

1000 x 700 x 500mm  
e. No damage or activation in Field 2 or 3 

 
 

Pictures 
 

 

  
Field 2 – rocks Field 2 impact on rear slope 

 

  
Field 3 Field 3 debris at base of spill through tail 

 

Figure 6: Example short note on impact measurements and inspection of rockfall barriers  

(Inspection comments and images courtesy of Entilini Concession (RF) (PTY) Ltd)  
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8. Guidelines and best practices on inspection and maintenance 

Manuals and standards defining inspection and maintenance of protection systems 

against gravitational natural hazards are for example available for Switzerland [3],[4] 

and Austria [5]. Excerpts from those guidelines are shown in Appendix B.   

The guidelines define responsible bodies for operation, monitoring and maintenance 

and the necessary means for those tasks (e.g., inspection intervals). 

Other countries may have defined their own rules and regulations, or best practice 

cases for the inspection of civil engineering works are available.  

 

7.1 Responsible bodies for inspection and maintenance of protection systems 

Generally, owners or operators of the protection structures (road authorities, railway 

authorities, forestry etc.) are responsible to ensure that the function of the system is 

permanently given and are responsible for the inspection and maintenance of said 

protection structures. They are also responsible for compliance with local standards 

and guidelines [3], [4], [5]. 

7.2 Typical inspection and maintenance schemes 

Typically, inspection is divided into regular inspection and inspection after extraordi-

nary meteorological events that increase the risk of impacts on the protection struc-

ture. 

- Generally speaking, guidelines recommend regular inspection once or twice a 

year, e.g., in spring and before winter for alpine countries 

- Most of the guidelines recommend inspection after heavy precipitation and 

storms (to check whether a protection system is filled and needs maintenance) 

Figure 7 shows a typical inspection and maintenance scheme based on manuals and 

standards [3],[4] and [5]. 

 
Figure 7: Typical inspection and maintenance scheme based on manuals and standards [3],[4] and [5] 

  

We recommend checking with national standard organizations, environmental and 

natural hazard protection agencies whether local manuals, guidelines or recom-

mendations for inspection and maintenance need to be respected for the area of 

the GUARD installation. 
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Comments on inspection and maintenance schemes: 

- Heavy rainfall and thunderstorms are not clearly defined by the guidelines. It is 

recommended to discuss with local experts in meteorology which limit values 

shall be chosen for the area. 

- The Austrian guideline ONR specifically states that regular inspection can be 

omitted in case of a permanent monitoring system of the protection structure 

(see also excerpt from ONR standard in Appendix B). 

 

7.3 Typical lifetime assessment of steel wire structures (corrosion rate) 

Apart from gravitational natural events, corrosion is the most important factor for a 

reduced service life of installations [8]. Nowadays, the corrosiveness of the environ-

ment is defined according to ISO 12944-2 [9]. This environment definition leaves a 

great deal of scope for interpretation.  

Figure 8 shows a typical calculation for the theoretical service life prediction of zinc 

wire coatings (applied according to DIN EN 10244-2 [10]): 

 

Figure 8: Typical calculation for the service life prediction of zinc wire coating according to ISO 12944-

2 [9] 

 

Using ISO 12944-2 [9] for the service life-time calculations, the results in the example 

give a span of factor 3 (between 30 and 90 years) for an average corrosion class C3. 

For designers, it is often hard to choose the appropriate corrosion class correctly and 

effective lifetime of coatings is difficult to assess.  
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9. Benefits of the GUARD monitoring system for the surveillance and service 

life assessment of protection systems  

As a specially designed monitoring system for flexible protection systems, the GUARD 

monitoring system answers the need for the monitoring of protection systems with the 

following assets: 

- Automated site-specific measurement of vital parameters of the protections 

system such as rope forces, acceleration, and actual corrosion rates 

- Ongoing surveillance of protection barriers (24/7, all year round) 

- Automated messages in case of exceeded pre-defined limit values 

- Shared access to the online platform for all stakeholders (owners, managers, 

inspection and maintenance crew, natural hazard experts)  

- Learning from the past data  

Using these technological assets wisely in combination with trained staff, ongoing 

learning about the reaction of protection systems allows for more predictable on relia-

ble protection structure management. On-site inspection may be reduced to the nec-

essary minimum. 

 

10. Difference between warning systems, alarm systems and monitoring  

systems for protection structures (GUARD) 

Practical guides and manuals published by both the Swiss Federal Office for the Envi-

ronment and for Civil Protection distinguish between early warning systems, alarm sys-

tems and combined systems to monitor gravitational natural hazards [3], [11]. Table 3 

below then classifies the different types of systems. 

- Warning systems measure a slow process (i.e., crack measuring in a rock 

face) and indicate when a process is more likely to occur.  

- Alarm systems measure natural hazard processes once they have happened 

and induce an action required (e.g., closing of the roads, evacuation of people) 

- Protection structure monitoring systems such as the GUARD are mapping 

the structure’s life cycle. This means giving information on the frequency and 

magnitude of impacts on a flexible protection structure, information on the load-

ing of the wire ropes of the structure as well as information about the ongoing 

on-site corrosion of the steel wires. 
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Table 3: Definitions of warning and alarm systems for gravitational natural hazards according to [3] 

and comparison with protection system monitoring such as GUARD (in yellow) 

Function Warning system  

 

Alarm system Protection structure 
monitoring 
(Geobrugg GUARD) 

Reaction time Hours and weeks Seconds and minutes Months and years for 
corrosion rates. 
Days and weeks for static 
loading. 
Immediate for full dy-
namic loading. 

Actions Interpretation of results 

by experts. Possible ac-

tions are started “manu-

ally” (e.g., evacuation of 

people) 

Immediate and auto-

mated actions, e.g., clos-

ing of roads, railways on 

evacuation of people 

Interpretation of results 
by experts. Possible 
actions are started 
“manually” (e.g., inspec-
tion and maintenance of 
protection systems). 

Area of use Monitoring of slow and 

continuously developing 

natural hazard processes 

(e.g., movement of rock-

faces, spread of cracks, 

landslides) 

Monitoring of fast and 

spontaneously occurring 

natural hazard processes 

(e.g., avalanches, rock-

fall) 

Management of 
maintenance intervals 
for protection structures. 
 

Measured  

parameters 

Deformation, precipita-

tion, snow height, water 

level, temperature, activ-

ity (number of rockfalls, 

avalanches), seismic 

activity 

Deformation, velocity, 

pressure, water level, 

flow height, seismic 

activity 

Corrosion rate of single 
wires, static rope forces, 
acceleration of a dynamic 
impact. 

Technologies • Interferometric 
Georadar 

• Deformation detection  
camera 

• Crack measuring 
devices 

• Pressure gauges 

• Inclinometers 

• Displacement  
measurements 

• GPS 

• Weather stations 

• Avalanche detection 
radar 

• Rockfall detection radar 

• People detection radar 

• Water level gauges 

• Cables with predeter-
mined breaking loads. 

Pre-defined combined 
measurement: 

• Rope force  
measurement 

• accelerometer 

• electric sensors to 
measure corrosion 
rates 

• temperature  
measurement 

• humidity measurement 
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11. Frequently asked question (FAQ) 

How many GUARDs are needed for a 25 m long protection barrier? 

It is recommended to install one GUARD device per each 25 m at the top support rope. 

An additional GUARD on a retaining rope is an option. In total, 1 – 2 GUARDs per 25 

linear meters of barrier are recommended. 

Are GUARDs measuring parameters 24/7 and all year round? 

Yes. GUARD devices collect relevant data on an hourly basis in a “sleep-mode”. Data 

is saved and transferred to the monitoring platform on a weekly basis (7 days). In case 

of a dynamic impact, the GUARD is activated, (i.e. removed from “sleep mode”) and is 

sending all data to the platform immediately.  

At the planned installation site of the GUARDs, there is poor or no mobile sig-

nal coverage at all. Is it possible use another type of signal / frequency? 

Regularly, GUARD devices are equipped to send signal over 2G/3G/4G. The signal of 

GUARD devices may be transferred by installing additional antennas. Please contact 

Geobrugg for further information on this case.  

May GUARD devices be installed on barriers of other manufacturers? 

Yes, it is possible to install GUARD devices on barriers of both Geobrugg and other 

manufacturers. Geobrugg’s GUARD devices can be installed on any type of protection 

barrier, for rope diameters between 12 and 24 mm.  

Is it mandatory to use Geobrugg’s online platform for the integration of the sig-

nal of the GUARD devices? 

Geobrugg’s online platform is specially designed and regularly updated for the best 

use of Geobrugg GUARD devices. It is however possible to extract automated data 

from GUARD devices and send it to other monitoring platforms over a data interface 

(Rest-API). Please contact Geobrugg for further information. 

May Geobrugg GUARD monitoring system be used as an alarm system, e.g. for 

closing roads etc.? 

Geobrugg GUARD is designed as monitoring and management system for protection 

systems. It is not designed to replace an alarming system for immediate intervention, 

e.g., to close roads, inform police and fire brigades etc.  

The dynamic impact measurements of Geobrugg GUARD however may be used as a 

prioritization information for an intervention in case of large-scale events with several 

impacts in several protection structures. 

What is the expected lifetime of a Geobrugg GUARD? 

The measurement device is designed to operate fully autonomously up to 10 years 

without recharge of the battery. If the battery is down, this will be detected in the online 

platform. The GUARDs are designed to last 10 years. The service life depends on 

various factors. However, it has already been proven worldwide that the GUARD works 
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without problems for at least 5 years in various locations. In 2018 the first GUARDs 

were installed and so far, all of them are still working. Even in very hot, corrosive loca-

tions and places with temperatures as low as -20°C for longer periods. 

12.  Summary 

Geobrugg GUARD addresses the need for permanent surveillance of protection barri-

ers for owners, managers and inspection and maintenance crew. GUARD devices 

mounted on ropes of the protection system measure completely autonomously vital 

parameters such as rope forces, accelerations and corrosion rates. The data is sent 

regularly over the mobile phone network to a server and displayed in a specially de-

signed online monitoring platform. This allows for 24/7 surveillance of the structure and 

the notification of expert staff in case of an impact. The corrosion rate measurement 

may assess on-site corrosion conditions, and realistic lifetime determination is possi-

ble.  

The GUARD monitoring system supports protection system owners and decision-mak-

ers in their daily work. It helps to make inspection and maintenance more reliable and 

predictable.  
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Appendix A        Technical Product Description Geobrugg GUARD  
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Appendix B  Excerpts from manuals, reports and standards for inspec-

tion, maintenance and corrosion protection 
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Appendix C.1        Use case SØRØYA, Norway 
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Appendix C.2        Use case CARRIÈRE DE MICHELAU N27 (II), Luxembourg 
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Appendix C.3        Use case MELITZ, Austria 
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